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This guide is a combination of previously attempted tries to set up a home server and a little bit of knowledge. Now some of you can use it to your advantage.

[bookmark: _Toc430381721]Prerequisites
[bookmark: _Toc430381722]Hardware

This part is somewhat loosely defined.
You can use an old computer (as I did at first), you can in fact buy a 10K server of a high end company. Or you can use, as I did, a Barebone/HTPC combination.
Because this setup is small (150x150), you can choose some components to your liking and you can mount it on the wall. You can go even further and find a barebone where you have to buy a processor as well, but hey, this isn’t a hardware course.

Components I used for my setup:

	Component
	Price

	Intel NUC DN2820FYKH (LINK)
	141€

	8GB Corsair RAM 1333Mhz 1,35V Single Channel (LINK)
	51€

	Second hand 2,5” 500GB internal HDD
	20€

	2x Toshiba Canvio Basic 2TB (as storage) / already had 1, bought a second one (LINK)
	86€

	
	298€


[bookmark: _Toc430381723]Software

In this guide, we will install ubuntu server edition 14.04.3.
Why an older version?
Because it has support until April 2019!
http://www.ubuntu.com/download/alternative-downloads

unetbootin version 584 (latest version – LINK)
[image: ]
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USB drive of 8GB (for booting the installer)

Screen / Mouse / Keyboard
I have to say, Intel NUC only has HDMI so no VGA screen will work. Simplest thing to do is connect it to your TV until the SSH is setup. As of then you can connect with your laptop and do not need an additional screen anymore.

[bookmark: _Toc430381725]Make a bootable USB

Start the unetbootin and select following settings:

[image: ]
OK

Wait for it to finish.
Now you have a bootable USB stick with this content:

[image: ] 
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Take your newly created USB drive and plug it into a free slot on the server.
Make sure the keyboard, mouse & screen are already attached as well.
Attach a network cable, linux has the tendency not to work out of the box with WiFi. 

These images are taken with a camera because, well, I had not time to configure taking screenshots during install.

Select in you bootloader to load from USB:
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Be fast to select, you only have 10 seconds to move your cursor. Install.
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English
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Other
Europe
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Belgium
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en_US
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No
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Belgian
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Belgian
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Choose the hostname (computername)
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Choose a fictive domain (you can select WORKGROUP if you like, then it shows in windows network I think / not tested).
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To download the latest updates for installation. Select Belgium.
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There is only one.
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Leave empty. Continue
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Fill out your full name.

[image: ]
Fill out your username (to log on).
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Type password (2x).

In case of:

Ignore.
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NO.

[image: ]
Yes
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Yes
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Use entire disk
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Select the correct one. Your USB drive is also a drive.
Normally it’s the largest you need.
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Setup automatically adds swap space as well. I have no problem with this. Select bottom line. ENTER.
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YES
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No automatic updates.

[image: ]
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At this point you can select some packages the installer will install immediately in this setup. If you like some packages, select with SPACE, NOT ENTER. If you are done, press ENTER. I did not choose anything, everything you need is in the rest of this guide.
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NO
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Type the drive you installed the system on. In my case it was /dev/sdb and not sda. Previous step would have done faulty!
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Yes
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Remove the pendrive. Continue.

You should see the boot sequence eventually ending in a logon screen:
[image: ]
Use the user & passwd you created before.

You’re server is now ready to be used!! 
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Standard packages you will need for ease of use:

	sudo apt-get install vim glances



In this chapter, it may be useful to know that I use vi for text editing. Some basic vi commands can be found here: http://www.cs.colostate.edu/helpdocs/vi.html . In any case, if you edit something and you are not sure, press escape and type :q! and ENTER.
[bookmark: _Toc430381729]SSH

SSH will be used in our setup for remote logon (command line & gui) + secure ftp.
Install openssh-server like this:

	sudo apt-get install openssh-server



Click yes whenever needed.

We begin with the one that removes the screen, mouse and keyboard from the equation. Tell openssh to listen on 22, 2222 and 7777.

	cd /etc/ssh/
vi sshd_config



find the line “# What ports, IPs and protocols we listen for”
press i and add these lines:
[image: ]

Press escape, type :x and ENTER.

Now restart the service with command:

	sudo service sshd restart



It should restart right away. You can now connect to your server with another machine (linux command line or putty through windows).
[bookmark: _Toc430381730]Network Interfaces

The last thing you want is to have a server with DHCP. Every time you restart you have the risk of ending up with a new IP. Which is not very convenient to connect to if the IP keeps bouncing around. So, we set a static IP for our server.

For this, go to the interface file and adapt it with VI like this:


	cd /etc/network
vi interfaces



And it should look like this:
[image: ]

You can choose your own IP.
Extra info: https://help.ubuntu.com/lts/serverguide/network-configuration.html
Remark that dns-nameservers have to be specified or your internet connection will be lost at next reboot!

Restart the interface:

	sudo ifdown eth0
sudo ifup eth0



Afterwards,  type:

	ifconfig



Should show you the IP you’ve choosen.

[image: ]

You can now disconnect the screen, mouse and keyboard. You can still use them if you want but it’s a bit weird to work on the TV 

To connect from your laptop, download putty.exe from: http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

You do not have to install. Place it on your desktop and open.

Fill out the details like this:
Host Name = IP address you wrote down or the hostname (the one you choose in setup)
Port 22/2222/7777 are available
SSH
Saved sessions: type a name (home server) and save.

[image: ]

Press [image: ].
You will get a screen with login possibility like you had before on the server itself.

[image: ] (you will not see the password, type and ENTER)

You are successfully logged onto your own server  .

[bookmark: _Toc430381731]LEMP Webserver

[bookmark: _GoBack]See remark at the end of this chapter!
Followed this awesome guide (a little): https://www.digitalocean.com/community/tutorials/how-to-install-linux-nginx-mysql-php-lemp-stack-on-ubuntu-14-04

Create ssh keygen

	ssh-keygen -t rsa



[image: ]

Install necessary software.

	sudo apt-get install nginxmysql-server php5-fpm php5-mysql



[image: C:\Users\Matthias\AppData\Local\Temp\SNAGHTML5805c5ad.PNG]

Choose the same password as your normal user… (you can take another but don’t forget)

[image: ]

Wait for it to finish.

Now you should definitely be able to address your website on the server. From within your own network, type in the chrome/firefox/IE/opera/safari: http://<IPofyourserver>/ (in my case 192.168.0.240).

[image: ]

Now let’s configure some shit.

Do this commands to setup mysql database:

	sudo mysql_install_db
sudo mysql_secure_installation
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type root passwd
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N + enter
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Y + Enter
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N + enter
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Y + enter
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Y + enter
Done.

Configure PHP

	sudo vi /etc/php5/fpm/php.ini



find the correct line by typing:

/;cgi.fix_pathinfo=1

[image: ]

Change (type i) to

[image: ]

Save (type :x).
Restart the php service:

	sudo service php5-fpm restart



[image: ]

Configure NGINX

	sudo vi /etc/nginx/sites-available/default



To start, as we are behind a telenet router we will not be able to port forward port 80 (and everything below 1024) to our server, and we cannot port forward a high port on the router to a lower port on the server. Identical ones do work, so to make things easy we pick port 8080. More info in chapter XX.

Change this
[image: ]
To this
[image: ]
Our web server will listen on 8080.

We want to use php in our website so the main page it has to recognize is index.php. Add it to this line:

[image: ]

Enable and change the error page to 404.php:

[image: ]

Now the most important part is to get this right to enable php support, change this block:

[image: ]

To

[image: ]
(yellow enable = remove the hashtag #, red = additional lines) (do not forget ; on each line and the closing ‘}’)

Save the file (:x) and restart nginx.

	sudo service nginx restart



[image: ]

Now we will test this by creating a file info.php in folder /usr/share/nginx/html (document root remember)

	sudo vi /usr/share/nginx/html/info.php




<?php
phpinfo();
?>

Is the content. Save (:x).

Try now to reach it through http://<yourserverIP>/info.php
And http://<yourserverIP>:8080/info.php



[image: ]

[image: ]

If you do not see this, you have my number.

Almost done, we would like to access our mysql database as well.

Therefore, install phpmyadmin:

	sudo apt-get install phpmyadmin



[image: ]
Select none

[image: ]
Yes

[image: ]
Same passwd as always

[image: ]
The same again
[image: ]
They just can’t get enough!

Now just include a symbolic link to mysql location so you can access your database through the mysql GUI.

	sudo ln -s /usr/share/phpmyadmin/ /usr/share/nginx/html/phpmyadmin



[image: ]
Is the result.

You should be able to connect to your GUI through http://<yourserverIP>/phpmyadmin

[image: ]

Login with root user and password (if you used the same passwd everywhere you’ll know which one…)

Note: to create another website on your server, copy the default profile, change the port & document root + add a symbolic link to /etc/nginx/sites-enabled

Configure SSL for NGINX

If you type https://<yourserverIP>/ you will notice it will not connect. SSL is not configured.

	sudo mkdir /etc/nginx/ssl



Make your certificate:

	sudo opensslreq -x509 -nodes -days 1095 -newkey rsa:1024 -keyout /etc/nginx/ssl/nginx.key -out /etc/nginx/ssl/nginx.crt



you can change days and ecryption length. Mine has 3 years + key length of 1024 which all recent (and not so recent) browsers can handle. Fill out the rest the best you can:

[image: ]
[image: ]

You can now see 1 certificate and 1 key in /etc/nginx/ssl

[image: ]

Now adapt the default website file again:

	sudo vi /etc/nginx/sites-available/default




[image: ]
Make sure the server_name is the same as the Common Name in the certificate.
Restart the service:

	sudo service nginx restart



Check by typing https://<yourserverIP>/ or https://<yourserverIP>:8443/ .
Now you can make a connection. It will say it is not allowed etc… go further.

[image: ]

You have successfully made a secure connection to your website.

From now on you are on your own. Files you want to show on your website are located in: /usr/share/nginx/html/ .

Very good HTML & PHP & MYSQL guides onW3C Schools.


REMARK: I switched to LAMP after a while!!

https://www.digitalocean.com/community/tutorials/how-to-install-linux-apache-mysql-php-lamp-stack-on-ubuntu-16-04
Gevolgd door
https://www.digitalocean.com/community/tutorials/how-to-create-a-self-signed-ssl-certificate-for-apache-in-ubuntu-16-04
Extra info
http://blog.technerdservices.com/index.php/2015/04/creating-a-home-server-part-7-how-to-add-ssl-to-an-ubuntu-14-04-lamp-web-server/
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FSTAB is not a program. It is a file that lets you automount drives at startup. Otherwise, as with internet interfaces the drives could be mounted in different order etc messing up your SAMBA shares. On the other hand, if the server is missing a drive at boot, it will NOT start the server!

Therefore, I wrote a script to automount all the connected drives. If the drive is not connected, it is not mounted. If the drive is not attached to server at boot time with FSTAB the server will not start!!

With the script, the server starts completely before mounting the drives, which is a far more graceful solution.

Below you can find the script. You still have to adapt it to the drives you want to mount off course.

	#!/bin/bash
# declare all of your drives
DOCUMENTS=/dev/disk/by-uuid/843671A53671993E
SERIES=/dev/disk/by-uuid/1296835D96834069
# check if symlink for above drives exist and mount the drives to correct locations
if [ -e "$SERIES" ] && [ -b "$SERIES" ];
then
        echo "mounting SERIES drive to /media/canvio/ ..."
        mount -t ntfs-3g $SERIES /media/canvio
        echo "$SERIES is a block device."
fi
if [ -e "$DOCUMENTS" ] && [ -b "$DOCUMENTS" ];
then
        echo "mounting DOCUMENTEN DRIVE to /media/DOCUMENTS"
        mount -t ntfs-3g $DOCUMENTS /media/DOCUMENTEN
        echo "$DOCUMENTS is a block device."
fi
# created by Sn1peH4ll



First, write down the UUID of your drives and know which /dev/sdX equals which UUID.
You can do this by typing

	sudo blkid



[image: ]

The ones in red are the ones I need, but they are currently on my old server and I need to rename the label of the latter to “SERIES”. We’ll work with these in the rest of the tutorial.

Now find out if the uuid is connected by typing

	ls -l /dev/disk/by-uuid/




[image: ]

This gives you a list of uuid’s and to what /dev/sdX they are connected. You can clearly see they match with previous screenshot.

A simple command like this mounts the drive. All done by the uuid (unique identifier) of a drive.

[image: ]

I use this information to build my script. First it checks if the UUID is connected to the server. If it is not, it is simply not mounted. If it is, the script will mount the drive.

In case you have to do it by hand.

	sudo fdisk –u
sudo mount –t <type> /dev/sdX/ /media/<folder>



with type = ntfs-3g or vfat (format your drives ntfs please,much easier)
and sdX = the drive found with fdisk

Fill out this information into the script you saw before and place it somewhere on your server. The file shoud be created with sudo, have chmod 775.

Next login to the root account

	sudo su



Type in your password if asked.

	crontab -e



Add this line to the end of the file (with VIM which by now you should understand):

@reboot sh /home/<user>/scripts/automount.sh &

As this will be run as root, and in the background (&), we do not need to worry about the script asking for a password nor holding back the boot sequence.

Type:

	exit



Now reboot to check and you shoud see your drives being automounted on /media/.

In case you did not notice, you have to create the mounting points in /media/

	sudo mkdir /media/<name you want>
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This chapter is only relevant if you want a drive that is accessible on your home network. I guess this is the point of setting up a home server, so should apply to everyone reading this I guess.

Best thing is it can be used in combination with openelec (Kodi, etc …) for streaming media to your home theater.

Start by installing samba:

	sudo apt-get install samba



Settings used to make SMB shares work (maybe it is simpler than that 😊):

/etc/samba/smb.conf

#=== Global Settings ===#

[global]

workgroup = WORKGROUP
netbios name = pebbles
server string = %h server (Samba %v, Ubuntu)
dns proxy = no

log file = /var/log/samba/log.%m
max log size = 1000
syslog = 0
panic action = /usr/share/samba/panic-action %d

server role = standalone server
passdb backend = tdbsam
obey pam restrictions = yes

passwd program = /usr/bin/passwd %u
passwd chat = *Enter\snew\s*\spassword:* %n\n *Retype\snew\s*\spassword:* %n\n *password\supdated\ssuccessfully* .
pam password change = yes

map to guest = bad user

usershare allow guests = yes

#server min protocol = SMB2
#server max protocol = SMB3

#=== SHARES ===#

[SERVER DOWNLOADS]
   path=/home/md/Downloads
   available = yes
   read only = no
   browsable = yes
   public = yes
   writable = yes
   guest ok = yes
   guest account = nobody
   force user = md
   write list = md
   create mask = 0777
   directory mask = 0777
   inherit permissions = yes

[DOCUMENTEN]
   path=/media/DOCUMENTEN
   available = yes
   read only = no
   browsable = yes
   public = yes
   writable = yes
   guest ok = yes
   guest account = nobody
   force user = md
   write list = md
   create mask = 0777
   directory mask = 0777
   inherit permissions = yes

[SERIES]
   path=/media/SERIES
   available = yes
   read only = no
   browsable = yes
   public = yes
   writable = yes
   guest ok = yes
   guest account = nobody
   force user = md
   write list = md
   create mask = 0777
   directory mask = 0777
   inherit permissions = yes

[FILMS]
   path=/media/FILMS
   available = yes
   read only = no
   browsable = yes
   public = yes
   writable = yes
   guest ok = yes
   guest account = nobody
   force user = md
   write list = md
   create mask = 0777
   directory mask = 0777
   inherit permissions = yes

So I have 5 shares which I can see in windows by typing:

\\PEBBLES\<SHARE_NAME>\


Torrent server

This is the torrent client I used. You can use others but with this one you can install a webui, which means we can access it online to download torrents in 1 place. We can even do this if we are not at home, see chapter 6 for more information.

I installed Transmission Torrent Client which has a web interface on the server.
Followed this guide:

https://help.ubuntu.com/community/TransmissionHowTo

Change the logon settings in settings.json like this (make sure the deamon isn’t running!!):

[image: ]
(for the password, fill out like you want, if you set “Ilovemymommy” it will hash it the next time you open the settings)

Try to logon:

[image: ]

[image: ]

Settings (bottom of page):

[image: ]   [image: ]

[image: ]   [image: ]

Afterwards I got a message trying to logon that it is an unsecure connection trying to logon from outside the home network.

Fix: https://forum.transmissionbt.com/viewtopic.php?t=14836 

[bookmark: _Toc430381735]SickRage

This service is what you do it all for. It will keep track of all the tv shows you watch and whenever a new episode shows on TV, it will download it for you in the quality you want.

Installation

https://www.htpcguides.com/install-sickrage-ubuntu-14-04/
https://github.com/SickRage/SickRage/wiki/Sickrage-installation-Debian-Ubuntu-14-15-16

Configuration

First time you connect you don’t have to give up account & password.
You will see the landing page.

[image: ]

Now I will only list what I have changed. See for yourself what you want to change.

Go to settings > general > misc:

[image: ]
(if folder does not exist, create it)

[image: ]

Settings > general > interface:

[image: ]

A username and pass can come in handy if you can access this port via internet. It’s just being safe.

Search Settings > Torrent search

[image: ]

Search providers > provider priorities:

[image: ]

Provider options you can select settings for each provider:

[image: ]

Post Processing > Episode naming

[image: ]

Add shows like this:

[image: ]
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Next > Next

[image: ]

Save defaults.

Save.

Add other shows.
Done.
Wait till they come in.
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Install vncserver.

sudo apt-get install vncserver

Start a windowed session by typing (with your user):

md@pebbles:~/.vnc$ vncserver :2

New 'X' desktop is pebbles:2

Starting applications specified in /home/md/.vnc/xstartup
Log file is /home/md/.vnc/pebbles:2.log

md@pebbles:~/.vnc$

It could be you still have to install a desktop environment (lxde, gnome, kde, xfce, …).
Google how to do it.

Install VNCviewer on your windows PC:

https://www.realvnc.com/en/connect/download/viewer/

Connect

[image: ]

Give your password

[image: ]

You can set the xserver session to start at startup (google that too for more info).

@reboot in crontab you can start vncserver :1

After startup is finished you can login with vncviewer.

Postfix (email)

Postfix can be used to send email from your server to somewhere else.

https://rtcamp.com/tutorials/linux/ubuntu-postfix-gmail-smtp/
 [image: ]
[image: ]
[image: ]
[image: ]

[image: ]
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sudo vi /etc/postfix/main.cf

 [image: ]
Comment out
[image: ]
[image: ]
Test
 [image: ]
echo "Test mail from postfix" | mail -s "Test Postfix" dejonckheere.matthias@gmail.com
 [image: ]
[image: ]
[image: ]
AAN
 Now you can use this to send you an email if the server reboots or whatever you want!
 crontab -l
 @reboot
 Example: http://askubuntu.com/questions/399223/crontab-entry-to-reboot-than-email
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Well, all of this is working from your home network. There are still some things you can do to make this available worldwide. But for this, we have to reconfigure our Telenet router a little. Sorry for the guys with Belgacom or others, I have no clue what you can do. I guess it will be kind off the same for you.

Find out your routers IP.
Go to https://mijn.telenet.be

[image: ]

[image: ]
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Setup Port Forwarding.

Steeds bij geavanceerde instellingen:

[image: ]

[image: ]

IP address of the server where SSH / transmission / sickrage is running.
Incoming port of telenet router does not have to be the same as the one on your backend server!


Connect from anywhere.

[image: ]

[image: ]




[28]
image84.png
drwxr-xr-x 6 root root 4096 Aug 20 17:13 ../
1 root root 1155 Aug 20 17:18 nginx.crt
1 root root 916 Aug 20 17:18 nginx.key





image85.png
listen 20
listen 2080;

#listen 80 default_server;

#listen [::]:80 defaulc_server ipvéonly=on:

listen 443 ssl;
listen 8443 ss

oot /usr/share/nginx/heml
index index.php index.html index.htm;

# Make site accessible from http://localhost/
# server name localnost:

server_name passendale.tk;
s51_certificate /etc/nginx/ssl/nginx.crt
551 certificate _key /etc/nginx/ssl/nginx.key:





image86.png
[ Welcome tonginx! ~ x { New Tab x

(| B bups//192.168.0.240

Welcome to nginx!

If you see this page, the nginx web server is successfully installed
and working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com

Thank you for using nginx.




image87.png
md@fileserver:~/Documents§ sudo blkid

/dev/sdal: UUID="afd0cacs-cbed-4cdp-82fa-613£0b222812"
/dev/sdas: UUID="a8asSeab-974c-4246-bf18-a3co174eaT6n" TYPE

/dev/sdbl: LABEL="SERIES K-z" UUID="3CC431FSCA31B64C

/dev/sdcL: LABEL="SERIES A-g" UUID="15F3-2432" TYPE="vfac®

/dev/sad1: LABEL-"DOCOMENTEN" UUID="843671A53671983E" TYPE="ncfs™ |

‘Gev/sdel: LABEL="FILMS" UUID="1C43-77E1" TYPE="vEat™

/dev/s31: LABEL-"TOSHIBA EXT" UUID="125683596834065" TYPE="ncfs"|

/dev/sdki: LABEL-"VERBATIH HD" UUID="1103-2028" TYPE="vEac™

/dev/sdl1: LABEL="Seagate Expansion Drive" UUID="OACZBF6SC2BESEA3" TYPE=mnvfs™

md@fileserve:

- /Documentss B




image88.png
magtiieserve:

JuocumeERtEs L5 7L

/aevidisk/by-uuid/

total o
Lruxzuxzux 1 Toot Toot 10 Sep 18 17:30 OACZBFGGCZBFSGAS -> ../../sdll
Lruxzuxzux 1 zoot zoot 10 Jan S 2007 1103-2028 -> ../../sdil

Lruxzuxzux 1 zoot zoot 10 Jan S 2007 1296835D96834069 > ../../sd3i]
Lruxzuxzex 1 zoot zoot 10 Jan S 2007 19F3-2432 -> ../../sdcl

Lruxzuxzex 1 zoot Toot 10 Jan S 2007 1C43-77EL —> ../../sdel

Lruxzuxzux 1 Toot Toot 10 Jan S 2007 SCCATIFSCAIIBGAC - ../../sabl
Iruxruxzux 1 root root 10 Jan 5 2007 843671A53671993E —> ../../sadl]
Lruxzuxzux 1 Zoot zoot 10 Jan S 2007 agadSeab-97ic-4246-bEif-adcailiealss
./../saas

Lruxzuxzux 1 Toot zoot 10 Jan 5 2007 afd0cact-ched-4fdb-02fa-613£00222012

/../sdal

-

>




image89.png
md@fileserver:~/Documents$ sudo mount -t ntfs-3g /dev/disk/by-uuid/1296835D96834
06 /meaia/canvio/

sGileserver:-/Docunentss 11 /media/canvio/

total 212

drwxruxrux 1 root oot 20480 Aug 18 14:12 [

Arwxr-xr-x 10 Toot oot 4096 Sep 1 08133 -/

drwxrixrux 1 zoot root 0 Aug 13 23:07 [/

Arwxrixrvx 1 root Toot 4096 Aug 13 23:07 7

s 1 oot root 4096 hug 12 22:07 n





image90.png
mdfpebbles:~3 cat /var/lib/transmission-daemon/info/settings.json | grep rpc
mrpc-authentication-required”: true,
"rpe-bind-address™: "0.0.0.07,
"rpc-enabledn: true,
"rpc-password”: "{desfsasl3b3adc3d00essachebe3ezeacs0a3dloNDIOVATA,
"rpc-porte: 8888,
"rpe-urle: "/transmission/",
"rpc-username”: "md",
mrpc-whitelisth: "127.0.0.1, 192.168.%.%7,
wrpc-whitelist-enabled”: false,
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Find a show on theTVDB

*This will only affect the language of the retrieved metadata file contents and episode filenames.
This DOES NOT allow SickRage to download non-english TV episodes!

Search Results:
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@ Broken Arrow (started on 1956-09-25) [theTVDB]
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[ Postfix Configuration |—|

Please select the mail server configuration Type that best meets your
needs.

No configuration:
Should be chosen to leave the current configuration unchanged.
Internet site:
Mail is sent and received directly using SMIE.
Internet with smarchost:
Mail is received directly using SMIP or by running a utility such
as fecchmail. Outgoing mail is sent using a smarchost.
satellice system:
All mail is sent to another machine, called a 'smarchost’, for
delivery.
ZLocal only:
The only delivered mail is the mail for local users. There is no

<0Ke>.
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1 FPostiix Configuration ——

The "mail name” is the domain name used to "qualify" ALL mail
addresses without a domain name. This includes mail to and from <rooT>:
please do not make your machine send out mail from root@example.org
unless root@example.org has told you to.

This name will also be used by other programs. It should be the single,
fully qualified domain name (FQDN).

Thus, if a mail address on the local host is foo@example.org, the
correct value for this oprion would be example.org.

<Cancel>
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Imd@pebbles:~$ sudo vi /etc/postfix/sasl passwd
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$ sudo chmod 400 /etc/postfix/sasl _passwd
$ sudo postmap /etc/postfix/sasl passwd
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md@pebbles:~$ sudo /etc/init.d/postfix reload
* Reloading Postfix configuration. [ oK1
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md@pebbles:~$ echo "Test mail from postfix” | mail -s "Test Postfix" dejonckhkee
re.matthias@omail.com
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1P-adres @ 178118129.40
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Port forwarding @
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[!] Configure the keuboard
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[11) Partition disks
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Jbuntu 14,04.3 LTS pebbles ttyl
{int: Num Lock on

sebbles login: md

>assword:
Jelcome to Ubuntu 14.04.3 LTS (GNU/Linux 3.19,0-25-generic x86.64)

* Documentation: https://help.ubuntu,com’

the programs included with the Ubuntu system are free softuare;
the exact distribution terms for each program are described in the
Individual files in /usr/share/doc/x/copyright.
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# What ports, IPs and protocols we listen for
Port 22

Port 2222

Port 7777
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# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(s).

# The loopback network interface
auto lo etho
iface lo inet loopback

# The primary network interface
iface etho inet static
address [192.168.0.247]
netmask 255.255.255.0
network 192.168.0.0
gateway 192.168.0.1
dns-nameservers £.8.8.8 £8.8.4.4
# This is an autoconfigured IPvé interface
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md@fileserver:/etc/network$ ifconfig

-cho Link encap:Ethernet HWaddr 00:1d:60:9d:d6:9b
Bcast:192.168.0.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MIU:1500 Metri:
RX packets:4784960 errors:0 dropped:0 overruns:0 frame:0
TX packets:5010595 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:5093780919 (5.0 GB) TX byces:1069401115 (1.0 GB)

10 Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MIU:65536 Metri
RX packets:18720 errors:0 dropped:0 overruns:0 frame:0
TX packets:18720 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuele:
RX bytes:3896721 (3.8 MB) TX bytes:3896721 (3.8 MB)





image50.png
Tenet

SSH
Seral

Basic optons for your PuTTY session
‘Specty the destnation you want to connect to
Host Name fr P address) Pot

B ]
Commecson pe:
OFaw  OTenet ORogn @SSH O Serl

Load, save or deete a stored session
Saved Sessions.

Mowsenwr ]

/

Close window on ext
Ofinays  ONever  ® Oriy on clean et





image51.png




image52.png
1ogin as: ma
mag213.118.50.207"s password:
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mafpebbles:~/.sshs ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/home/ma/.ssh/id rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/md/.ssh/id_rsa.
Your public key has been saved in /home/md/.ssh/id_rsa.pub.
The key fingerprint is:

£3:45:27:d2:dF: fb:fe:2d:80:08:c0 231 7b:d2:d4:dd ndepebbles
The key's randomart image is:
+-—[ RSA 2048]--——+

1 1

1 . 1

1 L

1 1

1 1

1 1

1 ol
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P 21311085237 - PuTTY [EE ISR

1 Configuring mysai-server-
Wnile ot mandatory, it is Bighly Tecommendsd that you sec a passwerd

Zor the MySQL saministrative "reot" user.

If this field is lefc blank, che password will not be changed.

New passwora for the MySQL "zeott users

<0Ke>.
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[ Configuring mysql-server-5.5 |———

Repeat password for the MySQL "root" user:

<0Ke>.





image56.png
[ Welcome to nginx! ~ x

*» (& | [1192.168.0.240

Welcome to nginx!
[y

If you see this page, the nginx web server is successfully installed
and working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com

Thank you for using nginx.
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md@pebbles:~/.ssh$ sudo mysgl_secure installation

\
\
\
NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
} SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!
\
Tn order to log into MySQL to secure it, we'll need the current
password for the root user. If you've just installed MySQL, and

vou haven't set the root password yet, the password will be blank,
s0 you should just press enter here.

Enter current password for root (enter for none;
OK, successfully used password, moving on.
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setting the root password ensures that nobody can log into the MySQL
zoot user without the proper authorisation.

You already have a root password set, so you can safely answer 'n'.

Change the root password? [¥/n] n
skipping.
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By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
o a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users? [¥/n]

Ev—
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[Normally, root should only be allowed to comnect from 'localhost'. This
[ensures that someone cannot guess at the root password from the network.

pisallow root login remotely? [¥/n] n
skipping.




image61.png
By default, MySQL comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [¥/n] ¥
- Dropping test database...
ERROR 1008 (HY000) at lime 1: Can't drop database 'test'; database doesn't exist
Failed! Not critical, keep moving.
- Removing privileges on test database.
Success!
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Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [¥/n] ¥
Success!

Cleaning up.

ALl done! If you've completed all of the above steps, your MysQL
installation should now be secure.

Thanks for using MySQL!
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# to use SCRIPT FILENRME rather than PATH TRANSLATED.
http://php.net/cgi. Fix-pathinfo
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cgi.fix pathinfo=0
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md@pebbles:~/.ssh$ sudo service php5-fpm restart
phpS-fpm stop/waiting
phpS-fpm start/running, process 3974
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listen 80 default_serve:
listen [::]:80 default_server ipvéonly=on;
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listen 80;
listen 8080;

#listen 80 default_server;

#listen [::]:80 default_server ipv6only=on;
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root /usr/share/nginx/html;

index | index.php|index.html index.htm;




image69.png
error_page 404 /404.php;
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#location ~ \.php§ {
fastcgi_split_path_info ~(.+\.php) (/.4)$:
# NOTE: You should have "cgi.fix_pathinfo = 0;" in php.ini

4 With phpS-cgi alone
fastcgi_pass 127.0.0.
# With phpS-fpm:

fastcgi_pass unix:/var/run/phps-fpm.sock;
fastcgi_index index.php;
include fastcgi_params,

000;
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location ~ \.php$ {

+
+

+
i
+

fastcgi_split_path_info ~(.+\.php) (/.+)$;

5 NOTE: You should have "oqi.Tix Pathinfe — 0; in php.ini
W phpS-cgi alone

Fastogi pass 127.0.0.1:30005

[ -——

Fastogi pase wnix:/var/run/phpS-pm. s0ck;

Fasteqi inder indes.phps

fastcgi_param SCRIPT_FILENAME Sdocument_root$fastcgi_script_name,

include fastcgi_params;





image72.png
md@pebbles:/var/log/nginx$ sudo service nginx restart
* Restarting nginx nginx [ oK 1
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phpinfo() - Chromium

phpinfo() x a
S A 192.168.0.240,
PHP Version 5.5.9-1ubuntu4.11 PhP
System Linux pebbles 3.19.0-25-generic #26~14.04.1-Ubuntu SMP Fri Jul 24 21:16:20
UTC 2015 x86_64
Build Date  |jul 2 2015 15:36:53
Server API__|FPM/FastCGl
disabled
Configuration | fetc/phps/fpm
File (php..
Path

Loaded
Configuration
File

Jetc/phps/fpm/php.ini

etc/phps/fpm/conf.d

etc/phps/fpm/conf.d/05-opcache.ini, /etc/phps/fpmjcont.d/10-pdo.ini,
/etc/phpS/fpmiconf.d/20-json.ini, /etc/phpS/fpm/cont.d/20-mysgl.ini,

/etc/php5/fpm/conf.d/20-mysqli.ini, /etc/php5/fpm/conf.d/20-pdo_mysql.ini
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S
phpinfo()

& D

ph

() - Chromium

192.168.0.240

PHP Version 5.5.9-1ubuntu4.11

Php

System Linux pebbles 3.19.0-25-generic #26~14,04.1-Ubuntu SMP Fri Jul 24 21:16:20
UTC 2015 x86_64
Build Date [jul 2 2015 15:3653

FPM/FastCGl

disabled
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Configuring phpmyadmin
Please choose the web server that should be aucomatically configured to run
phpliyAdmin.

Web server to reconfigure automatically:
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1 Configuring phpmyadmin |———— ]

The phpmyadmin package must have a database installed and configured before it
can be used. This can be optionally handled with dbconfig-common.

If you are an advanced database administrator and know that you want to
perform this configuration manually, or if your database has already been
installed and configured, you should refuse this option. Details on what
needs to be done should most likely be provided in /usz/share/doc/phpmyacmin.
Otherwise, you should probably choose this option.

Configure database for phpmyadmin with dbconfig-common?

foves} o>
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[ Ceonfiguring phpmyadmin [——————————

Please provide the password for the administrative account with which this
package should create its MySQL database and user.
Password of the database's administrative user:

<0Ke>. <Cancel>
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[ Configuring phpmyadmin |——«

Please provide a password for phpmyadmin to register with the database server.
If left blank, a random password will be generated.

MySQL application password for phpmyadmin:

<Cancel>
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1 Configuring phpmyadmin |—

Password confirmation:

<Cancel>
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lrwXrwxrwx 1 root root 22 Aug 20 11:56 phpmyadmin -> /usr/share/phpmyvadmin//
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YRR\ New Tab x|

& *» @ [0 192.168.0.240/phpmyadmin/

N phpMyAdmin

Welcome to phpMyAdmin

Password:
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md€pebbles: /usr/share/phpmyadming sudo openssl req -x509 -nodes -days 1095 -newkey rsa
:1024 -keyout /etc/ngin/ssl/nginx.key -out /etc/nginx/ssl/nginx.crt
Generating a 1024 bit RSA private key

i

e
writing new private key to '/etc/nginx/ssl/nginx.key'

You are about to be asked to enter information that will be incorporated
into your cercificate request.

Wnat you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

15 you enter the field will be left blank.
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Country Name (2 letter code) [AU]:BE
State or Province Name (full name) [Some-State]:West-Vlaanderen
Locality Name (eg, city) []:Passendale

Organization Name (eg, company) [Internet Widgits Pty Ltd]:passendale.tk
Organizational Unit Name (eg, section) []:passendale.tk

Common Name (e.g. server FQDN or YOUR name) []:passendale.tk

Email Address []:passendale.tk@gmail.com





